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Click and Query / User-Side Data 
• The U.S. User-Side Data remedy and the EU Article 6(11) 

obligation differ in scope, frequency, and duration, but they pose 
similar privacy challenges because they both require sharing 
user query text, click behavior, and result interaction data. 

• U.S. v. Google: "User-side Data" encompasses "all data that can be 
obtained from users . . . through a search engine's interaction with the 
user's Device, by automated means. User-side Data includes information 
Google collects when answering commercial, tail, and local queries." 

• EU DMA: Article 6(11) requires provision of anonymous "ranking, query, 
click and view data."





EU Search Data Licensing Program 

Google’s current terms for search click and query data under Article 6(11) DMA 
includes all European Economic Area (EEA) queries where, cumulatively:
• The query has been searched by at least 30 signed in users across the world in the past 13 

months (k-threshold).

• The query has been searched by at least 5 different, unique signed-in users with the same 
query / result / device (or device type) / country combination in the relevant quarter (m-
threshold). If the m-threshold is not met in a given EEA country, Google will provide the data 
at EEA level if the threshold is met at that level.

This methodology omits more than 99% of distinct search queries, excluding 
42% of Google’s total volume of queries.



Google’s approach “does not seem like the 
approach one would use if you wanted to release 
high utility data.” – Prof. David Evans





European Commission/European Data Protection 
Board’s Joint Guidelines on the Interplay 
between the GDPR and DMA
• The Joint Guidelines clarify that only the personal data of the end 

user generating the search data needs to be anonymized, not 
personal information about other individuals that might appear in 
queries (e.g., a person mentioned in a search). 

• The Joint Guidelines acknowledge that anonymization should be 
achieved through a combination of technical measures 
complemented by organizational, administrative and 
contractual measures. 



A Counterproposal

• Aligned with the prescriptions in the European 
Commission/European Data Protection Board’s Joint Guidelines 
on the Interplay between the GDPR and DMA.

• Using DuckDuckGo’s datasets, this analysis shows that less than 
5% of distinct queries need to be removed due to privacy risks 
(in contrast to Google removing more than 99%).

• Propose to remove queries using:
• Targeted PII filtering (identifiers, addresses, etc.),
• Metadata generalization, especially location,
• Frequency-based word filtering, to eliminate potential unidentified PII 



Potential identifiers are uncommon in search 
queries



Step 1: Filtering known identifiers
For testing purposes, filtered:

• Email addresses
• Phone numbers
• Social Security numbers
• Credit card numbers
• URLs
• Bank account numbers
• Full street addresses

The queries filtered by these techniques 
include both problematic queries requiring 
removal and false positives from a strict 
anonymization perspective.



Step 2: Filtering unknown & uncommon words
• Apply a threshold to individual words in a query rather than the 

entire query text (as Google proposes):
• Tokenize search queries into “words” by splitting queries on whitespace.
• Use this word list to construct a dictionary of known words over a given 

time window and for a given language.
• Filter out all queries that contain words which are below a given 

threshold, e.g., 10 occurrences in our reference data.

• An example:
• Query: “is ct3EZ944f in REI hacked passwords” 
• Tokenization: [‘is’, 'ct3EZ944f ', ‘in’, 'REI', 'hacked', 'passwords’] 
• Dictionary Mismatch: [‘ct3EZ944f’, 'REI’]

• REI is the name of a U.S.-based retailer and thus likely to be included in more than 
10 queries. 

• ‘ct3EZ944f’ likely not be to be found in either a dictionary or searched more than 10 
times, causing this query to be excluded. 



Filtering Results



Step 3: Generalize explicit metadata with k-anonymity
• Useful metadata:

• Approximate location
• Device type ("mobile" or “desktop”)
• Derived language (e.g., “en-US”)
• Approximate timestamp (rounded to one day)

• Implementation: 
• If a metadata combination is observed in searches from fewer than k=1,000 users , 

generalize its attributes until it meets the threshold. 
• Group search query data records by device type, derived language, country, and 

approximate timestamp. (If any results below the k-threshold, drop the record.)
• Partition records in each group by their associated exact location, forming groups based 

on a 100x100 meter grid based on WGS84. Merge any partition below the k-threshold 
with adjacent partitions necessary to form a new square partition.

• Set the location of each record to the bounding box of the associated partition of the 
record. 

• This process ensures that location information and other metadata is only 
shared to a level of detail that will not allow re-identification or singling out of 
users.



Thank you!

• Despite Google's claims to the contrary, search click and query data 
can be safely anonymized in a way that maintains utility for search 
business users.
• These three steps result in the exclusion of 7.25% of DuckDuckGo English 

searches, which scales to ~2% at Google's volume. It addresses all potentially 
problematic queries in our manually-reviewed sample.

• The European Commission's Article 6(11) enforcement proceeding 
and the 6-month sprint for the U.S. v. Google Technical Committee to 
recommend privacy safeguards mean more attention is warranted.

• Any questions or follow-up? Please reach out to me at  
jjerome@duckduckgo.com. 

mailto:jjerome@duckduckgo.com
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